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Audio Surveillance Countermeasures with Sound Masking

1. Introduction

Most major strategic and tactical decisions are first made orally at meetings and, if an outside listener can obtain access, it gives that person a distinct time advantage over written or computer documents.  Actual listening at eaves was the original method, that has now been replaced by sophisticated listening devices.  Clearly, speech is the item of interest, so use of intelligibility ratings is warranted for objective assessments of speech privacy.  

 
The classical approach to protection is to assign conversation to a room that is highly sound attenuating. The weaknesses of such rooms are several, cost being a significant factor.  Technically, the intelligibility of speech depends on the level of the speech to be protected, the sound attenuation of the building structure on its path to a listening point, and the level of the background sound at the listening point.  Both speech and background levels are dynamic while the building structure is static.  The standard way to overcome this deficiency is to provide an excessively heavy and costly structure.  But, as shall be shown, it is not possible to protect all possible listening points with this solution.  Further, it is not always possible to choose the precise location of sensitive conversations within the room to be protected.


To protect a room it is necessary to examine all the locations on the room perimeter at which listening may occur, and then provide sufficient and verifiable protection there.  It is the purpose of this paper to discuss the more important locations, and how the dynamic nature of sound masking can be used to provide this protection both effectively and economically.  A number of measurements at these locations were taken and the speech intelligibility was calculated using the Articulation Index (AI) [1] and the Privacy Index (PI) [2].  The applicable equations for both acoustical and vibration measurements are shown in the Appendix.

 
Sound masking as a method of protection for secure rooms has been promulgated by American agencies [3,4,5].  Masking systems have been installed in many federal and military contractor facilities in the United States.  Unfortunately, one of the documents cited [4] erroneously permits music as the sole source of masking.  Music provides poor coverage because it is variable in level and frequency.  Worse, most music is commercially available for an eavesdropper to use as a possible canceling signal.  

2. The Nature of the Masking Signal

Because some listeners can recover speech buried in noise to some degree, it is necessary to provide layered protection.  A layer of signals acts much like a sequence of fences to protect a property; each layer must be overcome sequentially to get access to the desired signal (speech).  The first layer must be random noise with a sufficiently broad frequency range to cover at least the speech frequencies.  The second layer may be music that is partially buried in the random noise so it contributes non-stationary aspects to it.  A second music source or other meaningful signal can be used as a third layer but should be inaudible when the second layer is not operational.  If these layers are set properly, the fourth layer, the actual voices to protect, will be sufficiently buried.  Since sophisticated listening devices and signal recovery methods are not available to the general public, the tests described below have used only the first layer as a signal.

3. Protecting Windows


Generally, windows open on uncontrolled spaces and so provide access to remote listening devices, such as laser microphones and highly directional microphones.  These devices detect the vibration of the windowpane or frame, or the radiated sound from it. The best solution is not to have windows, but the prerogatives of office often demand them.  Drapes have been used to block both visual and acoustical access.  However, the sound attenuation of drapes is insufficient to provide adequate protection. 

A test was made on a single pane window whose width and height was 91 by 142 cm.  A broadband random source was used to generate the sound.  The spectrum was averaged from measurements made at 60, 90 and 120 cm. in an open room.  The speaker was placed at standing height and faced the window at a distance of 91 cm. A vibration detector was placed sequentially at twelve positions distributed throughout one quadrant of the window. The source spectrum was corrected to have the same level and spectrum as that for the normal level male voice [2].  Each of the vibration spectra was also corrected, and then frequency weighted to what might be called an intelligibility spectrum, i.e., the received spectrum level times the Articulation Index weighting factor for that frequency.  It is this weighting that a listener would use to maximize intelligibility.  Figure 1 shows the results.  The actual level was arbitrary, but the spectrum contours clearly show that windows prefer speech frequencies; the same conclusion applies for both the velocity and displacement spectra.  Although window vibration is modal, the data suggest that the spectra are reasonably uniform over large parts of it.  However, there is sufficient variation (near 10 dB in the important speech bands) to warrant some protection overkill.


A vibration masker manufactured by Atlas Sound (M2000-SM) was attached to the window at the horizontal midpoint and 5 cm. above the base.  Measurements were made at the same twelve locations, the masker being on the opposite end of the window.  Figure 2 shows the results after the data were converted to an intelligibility spectrum.  Vibration masking, with a suitable electrical spectrum, is able to create one that covers the speech.  

A window radiates sound on both sides when it is vibrated.  The exterior masking spectrum must be sufficient to provide protection against normal microphones. The masking spectrum inside the room must not be objectionable to occupants, nor should it be so loud that it interferes with conversations. The one chosen was that recommended for open offices [6].

It is necessary to go beyond the limits of objective speech intelligibility to provide additional protection.  The first concern is the spatial variations of spectrum level as seen in Figure 1. The second concern is the potential ability to recover signals buried in noise.  The third concern is handling audio amplification systems within the room.  Audio amplification is a potentially serious problem and is strongly discouraged.  The approach taken was to provide a vibration masking spectrum that was well above PI =100. To do this the masking spectrum was set to achieve confidential speech privacy (PI>95) and then raised to a higher level. Figure 3 shows the acceleration spectrum caused by a vibration masker with the recommended acoustical spectrum contour and level and that caused by a normal level male voice at standing height and 90 cm. from the window.  The dashed spectrum in the figure is the masker spectrum reduced by 15 dB.  Since the PI at the reduced level was still 100, there was 15 dB of additional protection.   The level of the sound radiated into the secure room for this condition was 43 dB(A) at 120 cm. from the window, sufficiently low to permit intelligible face-to face conversations to be held there. 

3. Protecting Walls


The standard approach to protecting walls from eavesdropping is to specify and install those with a high sound transmission loss rating.  If the room has an open return air plenum, the wall may terminate at the suspended ceiling, or shortly above to avoid any potential gap at the ceiling–wall junction.  For that situation, a ceiling with a high sound transmission loss rating is chosen to handle the flanking path. 


There are two important types of walls; those that are solid, such as cinder block, glass block, brick or concrete, and those that have an internal cavity, such as gypsum board structures.  

Generally, solid ones are used for exterior walls and for thermal protection.  They are insulated and have an internal gypsum board wall.  In most cases, these walls need no protection.  Concrete walls are an exception; vibration devices can detect speech relatively easily and additional internal construction as well as sound masking is required.  Glass block walls cannot have any internal construction so sound masking must be used to protect them.  Since attachment of a vibration masker to each and every block is impractical, loudspeakers facing down from the ceiling are required.  Unfortunately, there is some interference with conversations within the room.

Often, interior and some exterior walls are constructed with an internal cavity that provides additional opportunities for eavesdropping.  Listening can be accomplished acoustically on the far side; a high transmission loss wall reduces the effectiveness of this method.  Vibration detection on the gypsum board on the far side is another opportunity; tumblers or stethoscopes are classic examples of non-technical approaches, but devices that detect window vibration can be used here with somewhat less effectiveness.  The wall cavity can be used to attach vibration detectors on either interior surface and the cavity itself can be used for normal or fiber optic microphones.  It is clear that a high transmission loss rating addresses only the acoustical environment on the far side.  To be effective, sound masking must address all locations. 

 
An early use of masking was to place a loudspeaker in the wall cavity.  To make it capable of being inspected, the wall panel was penetrated on the secure side with a wall-mounted speaker radiating sound into the cavity.  This approach had limitations; it was visible and the masking was restricted to the space between studs, thus requiring a large number of maskers.  Vibration maskers have removed that restriction.

3.1 Wall Cavity Protection


It was necessary to determine whether listening from inside a wall cavity would be possible.  The first concern was the interior background level.  Figure 4 shows a typical example for a wall with wood studs and one layer of gypsum board on each side.  The outer room was moderately active; the level was near 45 dB(A).  The level in the wall cavity was 34 dB(A).  Since the sound must penetrate the walls to get to the interior, those walls with higher sound transmission loss should have greater differential levels.  If the background level in the cavity is low, the listening environment is advantageous.  However, if the wall is subjected to large magnitude building vibration, wall panel vibration would act to raise the interior sound levels, but one must not rely on such a situation.

For the same wall, the sound reduction of the wall was measured; it was a point-to point measurement only.  Figure 5 shows that the reduction into the cavity was approximately one-half of that across the wall.  On the secure side, the AI was 0.81 for a listener 90 cm. from a talker.  Within the wall cavity the AI was 0.50, while beyond the wall the AI was 0.02.  A person listening on the far side of the wall might be expected to consider the wall acoustically adequate.  If the noise floor of the microphone in the cavity were lower than the one used in these tests, the cavity AI would have been higher.  Acoustical eavesdropping within a wall cavity is feasible.

A vibration masker was attached to the wall, 170 cm. high.  Three sound spectra were obtained at the same height: at 90 cm on the secure (masker) side, within the wall cavity, and 90 cm. on the far side. The results are shown in Figure 6.  Cavity levels are almost 10 dB higher than those in the surrounding rooms, suggesting the value of vibrating the wall surface.  It should be noted that for a wall cavity without insulation, the spectrum at the floor within the cavity was almost the same.  One strong recommendation for such walls is: Fill the cavity with sound not fiberglass. 

3.2 Wall Surface Protection


The next concern was vibration detection on either of the gypsum board wall surfaces.  An acoustical test source with a reasonably flat spectrum was placed 170 cm high facing the wall at a distance of 90 cm.  The acceleration spectra were measured at the same height on both the near and far side of the wall.  The data were corrected to a normal level male voice and then adjusted to an intelligibility spectrum as would be done by an eavesdropper.  The results are shown in Figure 7 and suggest that detecting the vibration spectrum of speech on gypsum board wall panels is possible.  The next tests were to determine what spectrum of vibration masking would be needed to provide a countermeasure.  The criterion was to create an acoustical masking spectrum contour and level that would be acceptable to room occupants. It was found that because there are a variety of wall materials, it was not possible to use the same spectrum as used for windows.  Figure 8 shows the protection afforded on the secure side of the wall.  The chosen spectrum was 12 dB above a PI of 100.  On the far side of the wall the vibration excitation spectrum caused by the masker and the voice were about 10 dB lower, but the chosen masking spectrum was still 10 dB above a PI of 100.   

The next concern was the lateral distribution of masking on the far side of the wall; the spacing between maskers is determined by the results.  Some metal studs have openings so sound injected directly into one cavity can pass to the cavities on either side.  Therefore, it was considered prudent to make measurements with solid wooden studs.  A vibration masker excites board vibration on the secure side which extends beyond the nearest stud to adjacent boards.  The internal sound field will do the same for the board on the far side. Transmission between adjacent boards must be through the stud connection.  Figure 9 shows the vibration spectrum on the far wall at 30 cm intervals between two maskers 120 cm apart at standing height.  The transmission mechanisms appear to be good enough to permit adjacent maskers to be spaced at 120 cm intervals.  The variation in level at any frequency was less than 10 dB. 

Figure 10 compares the masking spectrum at standing height with that within 5 cm of the floor.  Since the wall did not contain fiberglass, the results were similar.

4. Protecting Ducts

To protect building ducts from eavesdropping it has been traditional to install mufflers at the room perimeter.  These devices are static (sound attenuating) devices and so suffer from that weakness.  In addition, they are very expensive and difficult to install in a ceiling plenum, particularly in small rooms with several supply and return ducts passing through them.  Sound masking has been shown to be a cost effective alternative.

Normally, fiberglass ducts have sufficient internal sound attenuation that protection may not be needed.  If desired, a loudspeaker can be placed very close outside the duct; it will create sufficient sound inside.  

A vibration masker can be installed on rectangular and circular metal ducts near the room perimeter.  It converts the duct surface into an internal sound radiator.  Tests were performed with a vibration masker attached to the top surface of a rectangular duct, 61 by 30.5 cm with no internal sound attenuation.  The duct was terminated at both ends with large quantities of fiberglass to approximate a longer duct.   Figure 11 shows the internal sound spectra at 0, 30, 60, 120 and 240 cm along the duct from the masker.  As expected, the spatial attenuation was negligible, but the internal masking sound spectrum was sufficient to provide protection from speech intruding from ceiling diffusers.  The spectrum contour is not critical.  The radiated external sound generally passes through a suspended ceiling on the path to the listeners below and is seldom heard.  The masking radiated from the ceiling diffuser approximates a low level air handling sound. 

5. Protecting Other Locations


There are several other locations that need protection such as ceiling plenums, raised floor plenums, emergency loudspeakers and empty piping or conduit.  These are discussed more fully elsewhere [6].

Appendix

The equations for Articulation Index [5] and Privacy Index [1] are:
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If SNRi <0 then SNRi = 0

If SNRi>30 then SNRi=30

where SNRi is the signal-to-noise ratio in each one-third octave band from 200 to 5000 Hz. VSi is the speech spectrum, most often specified by ASTM [2]. TLi is the sound attenuation spectrum between talker and listener (using a test source SSi and measured received levels from that source RSi).  MSi is either the sound masking or background spectrum. The WFi are the speech intelligibility weighting factors [1] and PI is the Privacy Index.  

The above equations apply when all variables are acoustical. For applications where some of the variables are in vibration form, the equations may be modified as follows: 
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where the speech and source spectrum (VSi and SSi) are acoustical, but the received and masking spectrum are in vibration form (VRSi and VMSi).  By rearranging terms, absolute levels are not of concern, just adequate frequency bandwidth.  
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Figure 1. The intelligibility weighted vibration spectra of a window excited by speech at various locations in a quadrant.





�EMBED Equation.3���





Figure 2. The intelligibility weighted vibration spectra of a window excited by a masker at various locations in a quadrant.





Figure 3. The relative vibration spectra of normal level male speech, recommended masking spectrum and reduced masking spectrum on a window.





Figure 4. The background spectrum inside a wall cavity due to normal level activity sounds in the two adjoining rooms.





Figure 5. The sound reduction into a wall cavity and beyond caused by a broad band sound source in a room.





Figure 6. The sound spectra created by a wall masker mounted on the secure side of a wall at three locations.








Figure. 8.The relative vibration spectra of speech and masking on the unsecured side wall surface caused by a masker positioned on the secure side of the wall.





Figure 9. The lateral distribution of wall masking vibration spectra at standing height on the unsecured side with two maskers at standing height and located 120 cm apart on the secure side of the wall.





Figure 11. The internal sound created by a vibration masker mounted on the outer wall of an unlined rectangular metal duct.





Figure 10.  The wall masking vibration spectra near the floor compare favorably with those at standing height with two maskers at standing height and located 120 cm apart on the secure side of the wall.
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Figure 7. The intelligibility spectra of wall panel vibration excited by speech showing that suitable filtering of speech can permit high intelligibility.
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